[Ipunoxenne Ne2. Hudopmaunonnas namaTka 118 00y4al0WHAXCH 118 pasMelieHus Ha
opuuuansHbix MHTEpHET-pECypeax

C KaXIBM rojI0M MOJOZEXH B HHTEPHETe CTAHOBHTECH OOJbIIE, A IIKOILHUKHE OJHH H3
caMmblX AKTHBHBIX moJib3oBartened Pynera. Mexay TteM, IIOMHMO OPOMHOTO KOJIH4YECTBA

BO3MOHOCTeH, HHTEepHeT HeceT W npobieMbl. JT1a mamaTKa Jo/DiHA MoMous Tebe Ge3omacHo
HAXOIHTBCS B CETH.

Komnvlomeprvie upycul

KoMmneioTepubif  BHpyc — 370  pPasHOBHAHOCTb  KOMIIBIOTEPHBIX  MPOrpaMmM,
OT/IIMYHTENIEHOH OCOOGEHHOCTBIO KOTOpOH sBJETCA CNOCOOHOCTE K  pasMHOXeHUD, B
NOTIOJIHEHHE K 3TOMY, BHPYCHl MOTYT MOBPEAHTH MM IIOJHOCTBK) YHHYTOXHTH Bee (aiibl K
HaHHBIE, MOAKOHTPOJbHEIE I10JIL30BATENIO, OT HMEHH KOTOporo OblTa 3amyllleHa 3apaKEHHas
nporpaMma, a TakXe NOBPEJUTh HJIM JIaXe YHHYTOXHTE ONEPALMOHHYIO CHCTEMY CO BCEMH
¢aitnamu B uesom. B GonbIIHHCTBE Clly4aeB paclpOCTPAHAIOTCA BUPYCHI Yepe3 HHTEPHET.

MeTob! 321U TEl OT BPEAOHOCHBIX IIPOTPAMM:

1. Hcnons3y#t coBpeMeHHBIE ONEPAllMOHHBIE CHCTEMBI, HMEIOITHE CEPhE3HBIN YPOBEHD
3AIUTEl OT BPEJOHOCHAIX POIPaMM;

2. TlocTosiHHO ycTaHaBiuBai nayTH (UHQpPOBBIE 3aIATKH, KOTOPLIE ABTOMATHHECKH
YCTAHABIHBAIOTCA ¢ LENbIO NopabTku nporpaMmel) ¥ ApyrHe OOHOBJIEHHS CBOEH
OIepaluoHHOA cHeTeMbl. CxaunBai HX TONBKO ¢ 0QHIHANBHOTO caliTa paspaboTynka
OC. Ecnu cymecTByeT pesuM aBTOMaTHYeCKOTo 0OHOBIEHHS, BKIIOUH €ro;

3. Paborait Ha cBOeM KOMIIBIOTEpPE MO/ NPABAMHU NI0IL30BATENS, & He AIMHHUCTPATOpA.
OT0 He MO3BONMT GONBIIMHCTBY BPENOHOCHBIX NPOrPAMM HHCTaLIHPOBATHCA HA
TBOEM IIEPCOHANIEHOM KOMIBIOTEPE,

4. Vicnone3y# aHTHBHPYCHBIE IIPOrpaMMHBEIE TIPOILYKTEl H3BECTHBIX MPOM3BOAKTENEH, ¢

apTOMaTHyecknM oOHOBIEHHEeM a3,

Orpanuyb GH3INYECKHIT TOCTYIN K KOMILIOTEPY [UIA IOCTOPOHHUX JIHL;

6. Hcnone3yl BHEMIHHE HOCHTENH HHGOPMALHH, TaKMe Kak (JielnKa, JUCK WiH daiin u3
HHTEPHETA, TOJBKO M3 MPO(QEPEHHBIX HCTOYHHKOB;

7. He oTkpbiBalf KOMIBIOTEpHBIC (aiiibl, NONyueHHbIE H3 HEHANENKHBIX HCTOHHHKOB.

HNaxe Tte ¢aiinsl, KoTOpsle IpHCIAN TBOHM 3Hakombii. Jlywime yTOYHH Y Hero,
OTIIpABJIAJ JIH OH Tebe HX.
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Cemu WI-FI

Wi-Fi - 970 He BUA Mepenayn JAHHBIX, HE TEXHOJIOrHS, & BCEro JIHIUb Opent, Mapka. Eme
B 1991 rogy HupepnaHzackas kommaHHs 3aperucrpuposaia Opens « WECA», uto ofo3nagaro
cnoBocoueranne « Wireless Fidelity», kotopeiit nepesogutces kak «0ecripoBOiHAS TOYHOCTEY.

Ho wnamero Bpemenu Jouuia apyras ab0peemarypa, KoTopas SBASETCS TakoW e
TexHoloruel. 1o abbpesnarypa «Wi-Fin. Takoe nassanue GbUI0 JaHO ¢ HAMEKOM Ha CTAHAApT
BBICLIHH 3BYKOBOH TexHukH Hi-Fi, uro B nepeBose o3HauaeT «BBICOKAA TOYHOCTE.

Ha, GecnnaTHplii HHTECPHET-A0CTYN B Kade, OTeNdX M ajpolopTax ABJIAETCH OTIHYHON
BO3MOMXHOCTBIO BBIXOJa B HHTepHET. HOo MHOIHE 3KCnepThl cYMTAIOT, Yro obienocTynHele Wi-
Fi cetn He aBnsioTcs Ge30nacHBIMH.

Cosersi o 6esonacnoctu pabore B obwenocTynHex cerax Wi-fi:



He nepenasaif cBOKW JHMYHYI0 HH(OOPMAIMIO 4epe3 OOMIENOCTYNHbIE Wi-Fi cern.
PafoTas B HHX, K€JaTelbHO He BBOJWTH [APOJIH AOCTYNA, JIOTHHBI H KakHe-To
HOMeEpa;

Wcnonbayit 1 o6HOBIsI aHTHBHPYCHBIE TPOTPamMMbl H OpaHAMayep. TeM camBIM TbI
obesonacHiulb cebs OT 3aka4ukH BHpyca Ha TBOE YCTPOHCTBO;

Ilpu mcronb3oanun Wi-Fi orwioun dynkumro «Obum# poetyn baitnam u
npunTepam». JlaHHad QYHKUMA 3aKpHITA 10 YMOTYAHHIO, OXHAKO HEKOTOPHIE
[0/1B30BATE/H AKTHBHPYIOT eé 114 yno6cTBa HCIo/b30BaHus B paboTe WK y4eoe,

He ucrone3yii nyGnuussit WI-FI g nepenadn MHYHBIX JaHHBIX, HANPHMEp UL
BBIXOA B COLHAILHBIE CETH MM B IEKTPOHHYIO MOYTY;

Vnons3yli Tonbko 3ammmennoe coequuenue uepes HTTPS, a me HTTP, T.e. npu
naGope Be6G-agpeca BBOAK MMEHHO «https:/»;

B wMmobunsnom Tenepone orkmoun ¢ynkumio  «[lomwmouenne k  Wi-Fi
aBTOMaTHyeckn». He monyckail aBTOMaTHYECKOTO MOAKIIIOYEH S YCTPOHCTBA K CETAM
Wi-Fi 6e3 TBOoETrO COrnacus.

- ®
Coyuanbhvie cemu

ColuaibHble CeTH AKTHBHO BXOJAT B HALly JKH3Hb, MHOTHE JIIOAM PAGOTAIOT W XKHBYT
TaM MOCTOSHEO, a B Facebook yke 3aperMCTpHpPOBAH MHIUTMAP/L Y€NOBEK, YTO SBJACTCSH OLHOM
cenbMOH BCEX JKuTeslell myaHeTbl. MHOrHE NONb30BaTed HE [OHHMAIOT, YTO HHGOpMAamus,
pa3MeINeHHas HMM B COLHANBHBIX CETAX, MOKeT ObITh HalilecHa H HCTIONB30BAHA KEM YTOZHO, B
TOM 4YHcIe He 00g3aTenbHo ¢ OnariMi HaMepEeHHAMH.

OcHOBHBIE COBETHI 110 0€30MacHOCTH B COUMABHBIX CETAX!

L
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Orpanuyp CHCOK apysei. Y Tels B Apy3pAX HE JIOIKHO OBITH CIyYaHHBIX H
HE3HAKOMBIX JIIOJAEH;

JamuMinaik CBOKO YAacTHYIO Ku3Hb, He ykaspisai mapons, tenedoHsl, ampeca, maty
TBOETO POKAEHHA M APYTYIO NHYHYI0 MHGOPMAUMiO. 3IOYMBIIICHHHKH MOTyT
MCIIOIB30BATE Jake MHGOPMAHI O TOM, KaK THI ¥ TBOH POJMTENH IUIAHHpYEeTE
MPOBECTH KAHHKYJIBI;

3amuinai CBOKO PETYTALIMIO - NEPXKH ee B YHCTOTE W 3anasait cebe Bompoc: XoTen 93}
Thl, 9TOOBI JPYTHE MOMB30OBATENIH BHJIEIH, YTO Thl sarpyxaems? [lomymai, npexie
YeM 4TO-TO ONYyOIMKOBATh, HAMKUCATE W 3aIPY3UTh;

EC/M Thi FOBOPHIIb C JIOJBMH, KOTOPbIX HE 3Haellib, HE MCTONB3YH CBOE peaNbHOS
MMA M APYryio JHYHYIO MH(pOpMalMy: HMs, MECTO XHTEIbCTBA, MECTO yuebbl u
npovee;

W3b6eraii pasmemenus ¢potorpapuit B Murepuere, rae Tbl H306pakeH Ha MECTHOCTH,
10 KOTOPOH MOXKHO OIPEENUTE TBOE MECTONO/I0KEHHE,

IlpH perucTpaluy B COLHANBHONK ceTH HEOOXONHMO HCNONB30BATE CIIOKHbIE NApOJIA,
cocTosmue U3 GYKB U UHQP ¥ ¢ KOMHYECTBOM 3HAKOB HE MeHee 8;

JUis COLHANBHOM CeTH, MOYTHI K APYTHX CaiiToB HEOOXOIMMO MCIO/B30BaTh pa3HbIe
napond. Toraa ecny Tebs B3IOMAIOT, TO 3/0YMBILUICHHHKH NMOIYYaT NOCTYN TOILKO
K OIHOMY MECTY, & He BO BCe cpasy.

DnexmponHble deHbaU

DJIEKTPOHHbIE [AEHLIM —— 3TO O4YeHb ynoOHbH crioco® nnarexe, OAHAKO CYINECTBYIOT
MOLIEHHHKH, KOTOPBIE XOTAT MOJIYYHTh 3TH JAEHEIH.

BHCKTPOHHHE JNEeHbLI'H IIOSBHJIHCHL COBCEM HEJaBHO M MMEHHO H3-3a 3TOro BO MHOTHX
rocygapcTsax 0 CHX [MOp HE NMPOMHUCAHO NP0 HHX B 3aKOHAX.



B Poccuu ke OHM (DYHKUMOHHMpPYIOT H O HHX YX€ NpONMCaHO B 3aKOHE, IIe HX
pasfensOT HA HECKONBKO BMIOB — AHOHMMHBIE H He aHOHMMHbIC. PasHuia B TOM, 4TO
AHOHMMHBIE - JTO Te, B KOTOPBIX pa3peluaercs MPOBOAHTH onepauuu Ge3 MueHTHQHKALHH
[10JIb30BaTEIs, @ B HEAHOHHMHBIX HAeHTHGHKAIMK 10JIE30BaTeNsA AB/IAETCH 0043aTeNbHOM.

Takxke CIeLYeT pasIuyarTh JIEKTPOHHbIE (HATHBIC NEHBIH (PAaBHBI IOCYJapCTBEHHBIM
BATIOTaM) H 9JIeKTPOHHbIE HedHaTHble IeHbIH (He paBHb! FOCYIAPCTBEHHBIM BATIOTAM).

OcHosHBIE coBeThI 10 Ge3onacHoil paboTe ¢ IEKTPOHHBIMH ACHBIAMH!

1. Ilpusmxu k cdery MoGMIBHBI TeneoH. D10 camblit ynoOHBIH U GbICTPBLA crnocob
BOCCTAHOBHMTE JOCTYN K cueTy. [IpusssaHHBIH TenedoH nomoxer, ecin 3abynens
CBOM IUIATEXHBIR [TAPOJL WK 3aii/IelIb Ha CaT C HE3HAKOMOIO YCTPOHCTBE,

2. Hcmomesy#t omHopasoBele mnaponu. [locne mepexona Ha YCHIEHHYIO aBTOPH3ALMIO
Tebe yxke He OyIeT yrpoxarh ONacHOCTb KpaXH WIIM EPeXBATA MIATEKHOro MapoJis;

3. BuiGepu cnoxueii napons. [Ipectynuuxam Oyner He NpOCTO YraJaTh CJIOMKHBIH
naponb. Haxesxubie mapond — 3TO NapoJIH, KOTOPBIE CONEPKAT He MeHee 8 3HaKoB
BKJIFOUAIOT B ce0s CTPOYHEBIE H NMPOMHCHBIE OYKBBI, UH(PBl H HECKOJIBKO CHMBOJIOB,
TakHe KaK 3HaK Joj1apa, dyHTa, BOCKTMIaTeIbHbIH 3Hak ¥ T.1. Hanpumep, $tR0ng!;;

4. He BBOAM CBOM JIMYHBIC JAHHEIE HA CaliTaxX, KOTOPLIM HE AOBEPSEIlb.

Inexmponnas nowma

SJ'IEKTPOHH&K 1o4Ta — 3TO TEXHOJOTHA H npe,uocrannaemme €O YCIIYI'H IO IEPECHLIIKE H
IOIYYEeHHIO 3JIEKTPOHHBIX COOOIIeHHil, KOTOpHIE pacHpeleNAIOTCA B KOMIBIOTEPHOH CETH.
O0bIuHO K TPOHHBIH MOYTOBBIH AITHK BRICTIAAMT  CHEeMyromuM  ofpaszom:

HMsA_TIOJTE30BATENA(@UMA_JIoMeHa. Takke KpoOMe Iepefayd MpOCTOro TEKCTd, HMeeTCs
BO3MOXHOCTE IepeiaBaTh (hakiibl.

OcHosrble cOBeTEI 10 Oe3onacHoit paboTe ¢ ANEKTPOHHOH MOYTOH:

1. Hano Beibpars npasuibHBIH NOYTOBLIA cepBuC. B MHTEpHETE €CTh OrPOMHBIH BBIGOP
fecrulaTHRIX MOYTOBBIX CEPBHCOB, OJJHAKO JIYYLIE JOBEPATH TEM, KOTO 3HACLIb H KTO
NEPBBIA B PEHTHHIE,

2. He ykaseBait B IHYHOM NouTe JH4Hyo HHopmaumio. Hanpumep, nyqme Beibpars
«My3BIKaIBHBIR_danat@» umu «pok2013» BMecto «Temal3x;

3. Hcnonp3yll NBYXSTANHYIO aBTOPH3ALMIO. ITO KOIJAa MOMHUMO NapoJis HYKHO BBOAUTD
KO, NpHChUTaeMblit 1o SMS;

4. Brpifiepu cnoxkHBIH naponb. JUIS K@XIOTO NMOYTOBOTO AIIHKA NOJDKEH ObITh CBOH
HaeXHBIH, YCTOHYHUBBIH K B3JIOMY N1apOJb;

5. Ecid ecTs BO3MOMKHOCTH HAlHCATh CAMOMY CBOM JHYHEBIA BONpPOC, HCMOJIB3YH 3TY
BO3MOXHOCTB;

6. Hcrnonw3yit HECKONBKO NOYTOBBIX suukoB. [lepBulfi s 4YacTHOW mepenmuckd ¢
aZpecaTaMd, KOTOpPBIM Thl JIOBepsielllb, JTO 3JIEKTPOHHBIH aJpec He Hajlo
HCII0/Ib30BATh MPH perucTpalky Ha GopyMax H cafTax,

7. He orxpeiBait daiinbl 4 Apyrye BIOXEHHS B MHCbMax Jaxe €CJH OHH NPHIUIX OT
TBOMX Apy3eid. Jlyuiue yTO4HH Y HHX, OTIPAB/IANH TH oM TeOe 3T aitns;

8. TIlocne okonvauus paboTbl HAa [OYTOBOM CEPBHCE IEpel], 3aKpPBITHEM BKJIALKH C
caiitoM He 3a0yabL HaXaTh Ha «BeiiTH».



KubepOynaunz wiu 6upmyanbroe u30esameibemeo

KuGepOy/muHr — NpeciefoBaHHe COOOLICHHAMH, COACPKALMMH ockopOnenus,

arpeccuio, 3aIyrHBaHue; XyJIMUTaHCTBO; COUHAILHOE HOHKOTHPOBAHHE C TIOMOIIBIO Pa3IH4YHbIX
HHTEPHET-CEPBHCOB.

OcHoBHbIe cOBeTH Mo 6oprbe ¢ kubepOy HHIoM:

1. He 6pocaiics B Goii. Jlyummii cniocob: MOCOBETOBATLCH KaK cebsl BECTH M, €CJIH HET
TOro, K KOMY MOXKHO oﬁpa'rmbcs{, TO BHadamne yCHOKOHTbCS{. Ecny Tel HauHellb
orseyaTh OckopGieHMsMH Ha OCKOpOIeHHs, TO TONBKO emle DosblIe pa3’oXKellb
KOH(IIHKT;

2. Ynpasnsi csoelt kubepperyraune;

3. AHOHMMHOCTD B ceTH MHHMas. CywecTBYIOT crnocoOnl BBIACHHTB, KTO CTOHT 33
AHOHHMHBIM 8KKayHTOM;

4. He CTOMT BeCTH Xy/nHraHCcKui ofpa3 BupTyanbHOM xusuu. MHTepHET QUKCHpYeT BCe
TBOM JelCTBHS U cOXpaHseT uX. Y nanuth ux OyneT KpaHHe 3aTPY/IHHTEIBHO;

5. Cobironail cBOM BHPTYAJIBHYIO YECTh CMOJIONY;

6. Virnopupyll eIMHuuHpli Heratus. OJHOpa3oBbie OCKOPOHTCTbHEIC coo0ImeH s
nyyuie UrHOpHpoBath, OOBMHO arpeccHs NPEKpamacTes Ha Ha4yalbHOH cTaguu;

7. Bau arpeccopa. B nporpammax oGMesa MIHOBEHHEIMH COODIIEHUAMH, B COLHANBHBIX
CeTsX ecTh BO3MOMKHOCTH OJOKMPOBKH OTIIPABKH COOOINEHHMA C ONpENeCHHBIX
aJpecoB;

8. Ecnm Thl cBuzeTens kubOepOymnuera. Tpom AeHCTBWA: BBICTYNIMTE NPOTHB
npecnenoBaTeNs, NOKa3aTh €My, YTO €ro JNeHCTBHA ONEHMBAIOTCA HEraTHBHO,
NOJINEPXKATh JKEPTBY, KOTOPOH HYXKHA ICHXOJOrH4ecKas MOMOIIp, COOOIIHTE
B3POC/BIM O (aKTE arpecCHBHOIO NOBEICHHA B CETH.

Mobunbruiti menegon

CoBpeMmeHHble CMApT(QOHBI ¥ IUIAHIIETH COAEpKAT B cebe BIOJHE B3IPOCILIH
hyHKIHMOHAN, W Temeph OHH MOTYT KOHKYPHPOBaTb CO CTAUHOHAPHBIMH KOMILIOTCPAMH.
OJHaKo, CPEACTB 3aLUMThI U1 MOAOOHBIX YCTPOHCTS MOKa OYCHB MAJIO. TecTHpOBaHHE M NOUCK

yA3BUMOCTEH B HHX IPOMCXOIMT HE TaK MHTEHCHBHO, KaK UL [TK, To e camoe Kacaercs H
MOOMIBHBIX TPHIIOMKEHHIH.

CoBpeMenHble MOGHIIbHBIE Gpay3epsl yxke [PAKTHYECKH JOTHANM HACTOJBHBIC AHAJIOTH,

OJHAKO paciuMpenne (yHKIMOHaIA Biever 3a co0OH GONBLIYIO CNOKHOCTE W MEHBIIYIO
3aIIHILEHHOCTE.

Jlasieko He BCe MPOM3BOAUTEIH BBINTYCKAIOT 00HOBNIEHHA, 3aKPRIBAIOIIME KPUTHYECKHE
YA3BUMOCTH JULA CBOHX yCTp()ﬁCTB.

OCHOBHBIE COBETHI JUIi 6e30nacHocTH MOGHILHOTO TenedoHa:

1. Huuero He sBisercs no-HacTosiuemy OecrnaTHbM. Bynb OCTOpOMEH, BEIb KOI'Za
Te6e mpeanaraloT GecrIaTHEN KOHTEHT, B HEM MOTYT ObITh CKPBITBI KaKHE-TO
ILTATHEBIE YC/IYTH;

2. Jlymaii, npexxae ueM oTipaButs SMS, horo uau Braco. Thl TOYHO 3HACIIL, /1€ OHU

GyAyT B KOHEUHOM HTOre?

Heo6X011#MO OGHOBISTE ONEPALHOHHYIO CHCTEMY TBOETO CMapThOHa;

4. Hcnombayi aHTHBMpPYCHBIE NIPOTpaMMBI U1l MOOHIIBHBIX TeNEPOHOB;
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5. He 3arpy»ai NPHJIOXKEHUA OT HEH3BECTHOrO HCTOYHHKA, BElb OHH MOTYT COEPXKaTh
BpenOHOCHOC HpOFpaMMHOS OGCCHC‘ICHHC;

6. Tlocne Toro Kak Thl BbIAJEWIb ¢ caliTa, rlie BBOAWI JMYHYIO HHPOpMALHIO, 3alIH B
HacTPO¥KH Gpay3epa H yaanu cookies;

7. Tlepromu4ecKH NpOBEPsH KAKHE MIATHBIE YCIYTH aKTHBHPOBAHEI HA TBOEM HOMEDE;

8. JlaBait cBOH HoMep MOOHJIBLHOTO TenedoHa TOIBKO JIIOAAM, KOTOPBIX Thl 3HACLIH H
KOMy ,uosepxemr;',

9. Bluetooth nomkeH GbITh BBIKJIIOYEH, KOT[Aa Thl KM He moib3yewbcs. He 3abbipait
HHOr1a NNpoOBEPATHL 3TO0.

Online uzpuoi

CoBpemeHHBIE OHJAMH-MIPBl — 3TO Kpaco4Hble, 3aXBaTHIBAIOLIME pa3BIICYCHHUS,
06beIMHAIOIME COTHH THICAY YeJIOBEK M0 BceMy MHpY. Mrpoku HccnenyloT NaHHbId UM MHD,
0BWAKOTCS APYT ¢ APYTOM, BHINONHAIOT 3aJlaHMA, CPaXKAKOTCS ¢ MOHCTPAaMH M IMOJIYYarOT OMBIT.
3a yNOBONBCTBHE OHM ILIATAT: NOKYNAKT [AMCK, OMIAYHBAIOT abOHEMEHT WM Ipuobperaior
KaKHe-TO OILIHH.

Bce 3tH cpeacTBa MOYT Ha TMOAJEpXKAaHHE W pa3BHTHE HIPBl, @ TAKXKE Ha caMmy
6e30MacHOCTE: COBEPLIEHCTBYIOTCS CHCTEMBl ABTOPH3ALMH, BBITYCKAIOTCA HOBEIE MAaT4H
(uubpoBble 3anIaTKy AJIA [IPOrpaMM ), 3aKpbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nogo0HBIX Mrpax CTOMT ONAacaThCs He CTOJIBKO CBOMX CONEPHUKOB, CKOJBKO KPaKH
TBOEI0 [ApOoJisi, HA KOTOPOM OCHOBAHA CHCTEMa aBTOPH3allHy OONBIIKHCTBA HIP.

OcHOBHBIE COBETHI 0 6€30MaCHOCTH TBOEro HIPOBOIO aKKAYHTA!

1. Ecnu mpyro# urpox sefeT cebs nnoxo WiH co3faer Tebe HeNpHATHOCTH, 3a010KHpyH
€ro B CITHCKE HIPOKOB,

2. Tloxanyiics aqMHHMCTPAaTOpaM MIpbl HA [II0X0€ NOBEJEHHE BTOr0 Mrpoka,

XeJIATENIbHO TPHJIOKUTE KaKHe-TO J0Ka3aTe/1bCTBa B BUIE CKPHHOB,

He ykaseipaii TH4HYI0 HHPOpMALHIO B npodaiine HIrpsl;

VYpaxalt qpyrux y4acTHHKOB I10 MIDE;

He ycranasnusait HeopuUHanbHble NATYH M MOJIBI,

Hcnonb3yit cioxHbIe ¥ pa3sHbIe TApoIH;

Jlaxxe BO BpeMs HIPbl HE CTOMT OTK/MOYaTh aHTHBHpYC. Iloka Thl Mrpaeis, TBOH

KOMITBIOTEP MOT'YT 3apa3sHTh.

Novew

DUuUH2 WK KPAXHCA TUNHBIX OUHHBIX

OGBIYHOM Kpakell OEHer ¥ JOKYMEHTOB CErojHs YK€ HHMKOro He YIHBHIIb, HO C

Pa3BHTHEM MHTEPHET-TEXHONMOIHMH  3IOYMBILUIEHHHMKH TNEPEMECTHAHCE B  HMHTEPHET, |
NPOOIDKAXOT 3aHUMATHCS «ITIOOHMBIMY JIENOM.

Tax mosiBunace HoOBas yrposa: HHTEPHET-MOICHHHYCCTBA HITH dmmm{r, riaBHas Nelb
KOTOpOro COCTOHMT B MOJYYECHHH KOHQ)HI(CHU.H&TI!:HBIX JIaHHBIX I10JB30BaTENEHd — JIOTHHOB H

naponed. Ha anrnuitckoM ssbike phishing untaercs kax ¢uwmnr (or fishing — ppibuas nosns,
password — napons).

OcHoBHBIe coBeTh! 10 Gophbe ¢ huuHHrom:

1. Cnenu 3a cBoWM akkayHTOM. Ecm¥ Tl NOJO3peBaemib, YTO TBOS aHKeTa ObLia

B3JIOMaHa, TO HeoOxomumo 3a6l0KHMpoOBaTh € H COOOLIMTH AIMHHHCTPATOpaM
pecypca 06 5TOM Kak MOXKHO CKOpee;




2. Ucnonesyit OGesomacHble BeO-caiiThl, B TOM 4MCJIE, HHTCPHET-MarasMHoB H
TIOUCKOBBIX CHCTEM;

3. Menomssyit cnoxupie W pasibie naponn. TakuM o6pasoM, ecnd Te6s BIIOMAIOT, TO
370YMBIIUIEHHHKH [IOJIy4aT JOCTYI TOJIBKO K OHOMY TBOEMY npoHUTO B CETH, a HE
KO BCEM;

4, Ecam Tebs BIIOMAIH, TO HCOOXOIMMO IpelyNpeJHTh BCEX CBOMX 3HAKOMBIX,

KOTOpEIE 106aB/IeHbl y Tebs B py3biX, O TOM, YTO TeOs BIIOMANK U, BOIMOXKHO, OT

TBOEI'0 UMEeHM BYIET PacchUIaThCs CraM M CChUIKM Ha QUUIHHIOBBIC CAMTEI,

VeraHoBH HaaexHsii napons (PIN) Ha MoOHAbHBIH Tenedox;

OTKMoOYH coxpanenue napos B Opaysepe;

7. He oTkpbiBail daiiiel 4 Apyrue BJIOXKEHHS B NHCBMAax ADKE €CIH OHH NMPHOLTA OT
TBOMX JIpy3eii. Jlyuluie yTOYHH y HHX, OTNIPABIIANH JIK OHH Tebe 3TH daibl.

.O\U‘I

Lughposas penymayun

Lindporas penyrauus - 3T0 HETATHBHAA WM 1I03HTHBHAS WH(pOpMauus B ceTH o Tebe.
Kommpomerupytouias HHbopManus pa3MEIUeHHA® B HHTEPHETE MOXET CEepPbEe3HBIM obpaszom
OTPasMTHCH Ha TBOeH peanbHol xu3uu. «Lludposas penyTauusy» - 9TO TBOH MMHIXK, KOTOPBIH
dopmupyercs U3 HHPOpPMaIHH O Tebe B MHTECPHETE.

TBOE MECTO XKHTEIbCTBA, y4eOnl, TBOe (YHHAHCOBOE NOJIOKEHHE, OCOOEHHOCTH XapakTepa
M pacCKa3sbl O ONIM3KKHX — BCE ITO HAKAIUIMBACTCA B CETH.

MHOrHe TTOPOCTKH JIETKOMBICTIEHHO OTHOCATCH K ITyONMKalMK JIHYHOR HHOPMAlMK B
WutepHere, He MOHHMAs BO3MONKHBIX NOCIEACTBUH. ThI Jake HE CMOXKCEIIb JIOTANATHCS O TOM,
uTo oTorpadus, pazmMelenHas S et Ha3aj, CTaa NPUYMHOMA 0TKa3a NPUHATE Tebs Ha pabory.

KoMMeHTapuH, pasMelleHHe TBOWX ¢otorpadpuilt ¥ Apyrie HCHCTBUA MOTYT He
¥CYE3HYTh J@Xe Mocjie TOro, Kak Thl WX Yyaanuuib, Tbl HE 3HACHIb, KTO COXPAaHHJ ITY
MH(OPMALIMIO, TIOLA/IA Jid OHA B IIOMCKOBLIC CHCTEMBI H COXpaHHMIack JIM OHA, a TJIABHOE: HTO
noayMaroT 0 Tebe OKpyIKaromee JIFOIH, KOTOpbie HAHIYT ¥ YBHIAT ITO. Haiitn nudopmanuio
MHOrO JIeT CIyCTs cMOeT ofol — Kak u3 100peix MOOYXACHHH, TaK M C HAMEPEHHEM
MPHYHHKTE Bpe. DTO MOXeT ObITh KTO YTOIHO.

OCHOBHBIE COBETHI I10 3aLIKXTE UHDPOBON permyTauMu:

1. TTogymail, mpexie yem 4To-To nmyGIiMKOBaTh W MepenasaTh y cebs B Giore wiu B
COLMAJILHOH CETH;

2. B HacTpoiikax npo¢uIs YCTAHOBH OPARMYEHHS Ha IPOCMOTP TBOETO NPOQUIS H ero
COJIEPIKMMOrO, CieNal ero TOJMbKO LA ApY3ein;

3. He pa3memaii u He ykaspBai HHQOpPMAIMIO, KOTOPasA MOXKET KOT0-1IHG0 OCKOpOIATh
HIH OBHXKATh.

Asmopcroe npaso

CoBpeMeHHbIE IIKONLHUKH— AKTHBHBIC T0JIb30BATENH LHUGPOBOrO MPOCTPAHCTBA.
O/HaKo JaleKo He Bce 3HAIOT, YTO M0JIb30BAHME MHOTHMH BO3MOXKHOCTAMH LIMPPOBOrO MHpa
TpefyeT coBMONeHNA NPaB Ha HHTEIUIEKTYaIbHYIO COOCTBEHHOCTS.

TCpMHH CHHTCJUJICKTYaJIbHas cOOCTBEHHOCTE? OTHOCHTCA K pa3jIM4HBIM TBOPEHHAM
YeJIOBEYECKOro ymMa, Ha4YHHas ¢ HOBBIX HSDﬁpETCHHﬁ H 3HAKOB, 0003HaYaoIIHX COOCTBEHHOCTD

HA MNPOAYKTbl M YCIAYFH , M 3akanyupas KHuramu, ¢ortorpadusmi, KHHOQHIBMAMH H
MY3BIKUIEHBIMH TIPOU3BEACHHUAMH.



ABTOpPCKHE IIpaBa — 3TO NPaBa Ha HHTEJUIEKTYabHYI0 COOCTBEHHOCTh Ha IIPOU3BE/ICHHS
HayKH, JIHTEPATYPBI H HCKYCCTBA. ABTOPCKHE PaBa BBICTYIAIOT B Ka4eCTBE rapaHTHH TOT0, YTO
HHTEJUIEKTYIbHBIH/TBOPYECKHH TpyA aBTOpa He OyleT HAIIPAacHBIM, JAaCT €My CIIpaBeUIHBBIC
BO3MOXHOCTH 3apaboTarh 1la pe3ynbTaTax CBOETO TPYZa, MOJYYHTh U3BECTHOCTH H [PH3HAHHE,
Huxro Ge3 pasperuenns apropa He MOXKET BOCIIPOH3BOUTE €ro NPOU3BEAEHHE, PACIIPOCTPAHATS,
nyOJNHYHO JNEeMOHCTPHPOBaTh, NpO/ABATH, HMNOPTHPOBATb, IYCKAaTh B IIPOKAT, IYyGIHYHO
MCIIO/IHAT, MOKA3bIBAaTh/HCIIONHATE B 3t Hpe WM pasmewmars B Unrteprere.

Hcrone3oBanue «ITHpaTCKOro» MporpaMMHOro obecrneyeHHsA MOXKeET IIPHBECTH K MHOTHM
PHCKaM: OT NOTEPH NAHHBIX K TBOHM aKKayHTaM [0 OJOKMPOBKH TBOEro yCTpoHCTBa, rue
YCTaHOBIICHHBIH He JeraibHas nporpamma. He crout Takke 3abGBIBaTh, 4TO CyLUECTBYET
NeranbHble H OECTIIATHLIE NIPOrPAMMBI, KOTOPBIE MOXHO HAKTH B CETH.

O nopmane

CereBuuok.pd ~ TBOM INaBHBIN COBETUHMK B CeTH. 3/€Ch THI MOXemb Y3HaTh O
6e30MacHOCTH B CETH MOHATHBIM H JIOCTYIHBIM S3bIKOM, & NIPH BO3HHKHOBEHHH KDHTHYECKOH
CHTYAllHH OOpPATHTRCA 32 COBETOM. A TaKXe [PHHSTh YYacTHEe B KOHKYPCaX M CTATh CaMbIM
UH¢pOBEIM rpaXkIaHHHOM !




